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REAS 2 FEEmA iR

ERBR ik

DFXT4EEM | SEGaussDBEZARREF ML, 1IRUHELENEN

ERNZSE | FER:

g 1. #ifkdb_timeBIENEE, AAMLEATE, 12FHdb_time

jv t;_iit:IZ:/:/nt AP AT B A R B A .

SRS 2. WFEFEHRE, B0 EFELMFEREXR,
ZHIARIFIRE, SSBUIMNESHLE EIREIwait
eventp, EXIIENEFFHEHERTE, BEEUINES
FEEENRS, SSREZRE, MESFHEHSE
R, P ERYETEtE SR T .

3. I FTEFEHEHTE, WFHEREARIBRAIELER KR
ZIEHREEIwait eventd, #FEFEFHHTE, BFH
TFull SQL SaspEEFEHIEMNEREEN -

WDR L4 WDR snapshotfZ# =8 & BNRER=SEIEHI G X

snapshotfz

=8 G

ZRE R

=R

40%

SfFAstore | Z#FETFhashbucketz ( Astore ) BITELY B, 1B

BEF BERAEREIED FHIsSEEZ R, SCHE

HashBucket | MAHBIFRIELLERH BHE, SIFIERFA,

52 RN ]

H

BREF | 1. BR=eeHiEH:

Astore o ERTTRIRERTOSISEHiZ (Astore) .

HashBucket . .

B AT o RIS EIENEEEFNHES,

H o REHAHITAITHHAWDR,

o B8z pg_xlogdumpFlpagehackIhftssE

o EOTATZi#FAstore[N[E](DROP/TRUNCATE),

e iFenable_segmentZ2#{,

o DHNITERARRFMEFIRE ( BIEFani%E
BIER# S Ehashbucket )

o ERTRIUAHBIGAT IR FF10E

o ERTRTAREIRTOEIBIIERESAL o

2. undoEgTaTdfxge i

o undoERTATREEEFMIHEE .

e UndollfifT\UnloggedInaEtsia,

e Undo tslot\rdatalrg&rsir .

e UndoERRIAXERIBEITHEIEE,

o BRI RSMEFIREZIFUndoRR 14
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RENE 2 PRI
AiE] =REBR ik
opengauss& | SERkF=aaARXFopengaussillpg X2 RIFERXBLIRAY
poXEFE | By, AREXXKRTEA,
BEIN
B (EEaNTa)A:

CN#F£ETElightproxy core,

switchoveidf2dh, CMIEHHTEILIENAT, baseim™
Toi R G

T IEE EZsockettime out in connection;E B4
B

WS ZiERR DTS HEHEE,

dbe_schedulem=Zxk & F AATE)ERE A AL EHES
SRME2B290, BREREIK,

¥ #t&EcgroupRRlFE, SMCPURIEEIEREI TR
BAEFRRCPUEE, MR EARE,

1ESQLEFEMMAIHINtRI EIIRREX
%W%Ei, FEHIRFEERERBR, LIRTDNRES

o

[

2.3.2 3.x hRA

REGINE

=HIERE GaussDBRIAZ3 xR ANEHTRE . RASIRAA. MRASBREFXERLL
MIMTEBRASIESEHURRES |BhRARA .

% 2-3 3.223.0 iR AEHTiHAA

AsiEl BB R
2023.11 | CMEZEIEN | CMELEAETEENIEE . cmalSHEEASNZIERI BRIz
BEHISE ER, FEHESEN#EEZIRESH EIRE cms{hERIEES .
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ZENE

BREEIRRE:
CVE-2023-46218
CVE-2023-5678
CVE-2023-5363
CVE-2023-45853
CVE-2023-45322
CVE-2023-38546
CVE-2023-38545
CVE-2023-4807
CVE-2022-34038
CVE-2023-36054
CVE-2023-3817
CVE-2023-3446
CVE-2023-2975
CVE-2023-28370
CVE-2023-2650
CVE-2023-28320
CVE-2023-28321
CVE-2023-28322
CVE-2023-32082
CVE-2023-1255
CVE-2023-29469
CVE-2023-28484
CVE-2021-28235
CVE-2023-27538
CVE-2023-27536
CVE-2023-27535
CVE-2023-27534
CVE-2023-0466
CVE-2023-0465
CVE-2023-0464
CVE-2023-27533
CVE-2022-4304
CVE-2022-4450
CVE-2023-0215
CVE-2023-0217
CVE-2023-0216
CVE-2022-4203

MAERRAS 01 (2024-07-01)

WRIERE © LEARITERARERAF

14



Z=HUEZE GaussDB
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AE] FRBIR )%
CVE-2023-0401
CVE-2023-0286
CVE-2022-42898
CVE-2022-3996
CVE-2022-40303
CVE-2022-40304
CVE-2022-29824
CVE-2021-37750
% 2-4 3.220.0 KR AEHTiHAA
AE] BKBIR ik
2023.8 Z#5Global | EFEFMEETEEMNHZER, =ERBEFEIERSMR
PLSQL FNRFETSIEA, HREFRIIMAEPLSQL SessionZk BRI
Cacheffitt | BEHITHL:
ﬁﬁ%hm 1. Global PLSQL Cache: Fr&SessionHt=—{4PLSQLYR
?

EREFY, SERTIRSINIZZEER,

2. BED RN SHNEET SREIREASRHITR
%, FEENRFPNAFHERER.

3. Global PLSQL CacheS3 &IARIEET.
o ref countS|FBIHEUERH.
o IRIFFYEIREIIIRDIGE,
o SHAARFHEIREENIERER.

PEBEANE -

1. PLSQLAYmZFEFMEFLABIINREMENE, ABEEE
| M/ N ( NIKIEEE) .

2. EREITUEGPCIHEEIE

HIABLER :

RZFEER.
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EREH

1)

FEIRES
G BEINES
MERIFZ

5

1. OutiBKESHERELE,

2. ZHFsqUEIERRIEHERIFE
o FHIASQLEAIERE,
o FITAXRARFIESE.

3. = AMIEEEREE.

4. ZMESHRFSETINESIRTIIERNS, 1B
ERE

5. TZfigidi2coreft#hFEfficiESE..

6. EGERBBENIER, IFTERKERKIITRBER
i, TIFRETRSINESEENES KE.,

HAEFNLIER

RIFEBIR AT AERIF, St¥Fschema/
compile_allZ2#{, Rz¥Freuse_settingss#,

FEdEls
i)k abs|
RIiESQLE
JIBE S

1. FERinsert xxx select xxxFJi%, select target list[a]
ﬂ%?)??f%%l%l%ﬁﬂ%%@%ﬂ’ﬁ%%% (&R + 9
I o

2. SQUIEAIHWHEREZEMHFE Ecol=func(xx ) Fi%
B, 48E5O0FF o

3. XHFEEFEIRESTNHEESQL (£&EMR) .

RIS GaussDB ( E&hR + %) o

DIIUST
BREIAER
&Fe

BRIATIHFAREH, IKS54%R:

1. EEBHF1E25.

2. FEBESAHSLA,

3. AIFARINME, BREEFAR1E25E,
4. AF3FEQuorum BT SRR KREERE,
RIS GaussDB ( E&ZIR + 9L ) -

R R
unioni{E

#0Package
ELi]Y

1. GaussDB ZERVELIRALIEIE

2. bpcharB! (BEZSMEHITIE ) StextZEBUMEE
PUECIR(ERIRTIR, ToikiEFE ILECEIEITEL RS,

3. unioniEEsqIEEELHIFER.

4. PackageiRiEITEUIR AR

5. FUAERImIANEITE N HARKENTTERN, i
HEEHREInull,

RAIHZ: GaussDB ( EFEAR)

GB18030%f
PSS

1. X35GB18030F 3, TIFEEF87887MNNE; BER
$GB18030RYFBIRINETE2023FE8 5 1 HamFlH
7o

2. GaussDB37#5GB18030-2022F &,

3. XiEEERRgb18030-2022F1F4
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DoradoXXEE | GaussDBYEEEE ( Dorado ) FESIFRAA KN
BSOS | 1. DoradofUEERH/E Bt St R IS AR

ax s

2. DoradoRREERHE R SRt E IR B R IS B RIR
s

3. SERS TGN, BaIEE, TaER, KA
FHREZTIRE .

4. DoradoTREEBF B RINLIFBAILRTOBILHE 25
o,

5. BRZXRFHRIFRELIIER .

A GaussDB ( EF|AR ) o

Gsloader® | 1. gs_loaderfFfEiE R LIRS AEEEIREIE
HEREIIRER | 2 gs_loader BRI RMIBN IS AL HEIAIE, Sis
rowsS# (1SEEEIERITH) .

3. EAMIRIIES\N, 47, BFHESFS, B
WSS ERMIRIERE A\bad X B fEi2ET,
EHEAALARZS o

NBUEFER | NBUMEERE, FHRISERHAE R E MRAFHR, F3Z
FRXpR | FEREER.

STFEFMNRAS
FHR

FHRESY | ARIEPSIERAPRENRANRNRESL, 151t
SBPRMNE | BEFERRERNDIRENIRE, WRAFREINRS
S PREA KBS FRIT—H .
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CVE-2023-3446
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CVE-2023-28320
CVE-2023-28321
CVE-2023-28322
CVE-2023-32082
CVE-2023-1255
CVE-2023-29469
CVE-2023-28484
CVE-2021-28235
CVE-2023-27536
CVE-2023-27538
CVE-2023-27535
CVE-2023-27534
CVE-2023-0466
CVE-2023-0465
CVE-2023-0464
CVE-2023-27533
CVE-2022-4304
CVE-2022-4450
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CVE-2023-0216
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H
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% 2-5 3.201/3.207/3.208 kR A $Fi5iAA

AdiEl BREBM R
2023.4 start with Start With{4gE{filt, F=EEIE:
%H&ﬁgﬁﬂ e start with---connect byiEa){fi{t .
e start with...connect byiBfJ 5 connect_by_isleaf=fE&
=Rl =ity A
YEHEEY | YEHEESRIFEEIEERITAISQL,
BIfFiEIdiE
IEITRY
SQL
IFRIER | 1. ZiFsessionREHERNANsessionk AERRFL
SRBRLE | o sessionREMUERHGN: FRILMES, L
sessionEFEXSKNEVEEIERE, SAE0E
1, INsEERE.
b. sessionfkHEREL: FEiZINEEfE, =Risession
B ERZIEABRERIE
2. BfE:
a. sessionfRBHERACNSHANZERDI, BHARE
MBVLERAEN, FNIEESENERIRIERDD;
b. sessionfk HE@ELE AN EMIN, EHABEES
swmEE, FNIEESENGEIREMIN.
3. &ilE=build:
a. £=buildidizH ( BNATIE) :
sessionR FNNERC NS HANREMRIN, BHAE
ABVUEN, FNIEESNEEIREMID
sessionfk H5BREIE SN EMIT, BalEHE
E£; FTFFmost_available_syncFFx, 188
keep_sync_window; H#H1ETZERTEES
keep_sync_window2 &, FiEAIsEREE
session, RIRENRATBEI, FEFSIE
v o
b. £=Ebuild5ErkfE, BVIKEbuildZEEFHIEE
Ad:
sessionfRFNEC NS ENI, FRIFE
NLERZIC ;
sessiongk H5RRIZE AR EMT), FHEshEEEE
Vo
4. EERRIASET, WA EHitcp_user_timeout,
wal_sender_timeout2%#; IEEE. EXAEEZET
( BiEEwal receiver#HIZIEEBEH . #HiEcrashZis
=), SRTRIFENERRS.
HAg:
1. —F—BRTREPE, BIEERE,
2. BNAEESIRE, WSSEA.
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REAS 2 FEhaAmikieA
AiE] BREBM A
current of | Sz¥Fcurrent of cursonEixk:
cur:storigif cursoriEf):
5 1. {XZiFselectBEAIEBRE:
a. FEHFEM,
b. AZiFlimit/offset,
c. AXZiFstart with,
d. AZ#FwithiBal,
2. R’ZEFE%,
3. A EHFPXE,
4. RZHHE,
5. &A% #Fhash bucket®,
6. A3z¥Forder by,
updateiZa):
1. {NZ#updateB R,
2. (EZHEFEIREHPER,
3. AEHFEE,
4. FZ#EFEZ P where&is,
5. Asz#Fwith/using. order byiEi%,
FMTJZ%E‘ CME R RIS NIBE 71853 .
lg;ﬂuﬁg 1. RIPRSMSIREREY, (R,
= 2. 1'1%*25?%1‘1%‘2%1%%@53@@89%,@” Ebapap=Vichs)=|
AZE0 .
3. FNRIEFRPEEENESEIR, EaTESIHERIE
SLIBEIE R TE,
OMiIz#iE | OMIZHEUREEIERZI: T KApeeriiE, BERIRRRIF
iEFﬁiiﬁﬁt KPS NEHE R AV .
£
F—inB N | B 9GaussDB,
GaussDB
VaEsh | ¥ aREEmERNG, Z2RBENE, BBt &
GBI ED | E—RiEZEB#HITER, B SSIERHITIIE,
EAVE ] FREXT PS50 o
EA’M%H#E LR A dp A HB I EC - R A dn A HE o
SREMES | 1 mspasRn FRIMEM (10 FRE. S=h. B
&R L) |
& 2. TR SR R EE R 2.
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1. ZFEisiEir.
2. THHEREHRMAERIZEE,
a. OMEM EfREECERIIET,
b. CMAEDCCEFAMN “‘RIEHFE” -,

AL
R i
25

RIMERL L BUIFE TS FREMRIE, ShRATRIEE
gENigiE, HEesiHERIER, R EEENFE M
%%,

1. EMERNZSREE AN GISRE B
EFREMETL, SUMAHEELEZASE TR
BEIRE50%

2. BaEgutEEEETEE, WHIZIRIHEEHT
BE, THEIE—MIHEERNS TS ERTF It
FFH50% ., EERERERRFH20 - 30%,

3. HEIRSETIFEFEAWShint A gEfER, TESIR
KtsziFEZias, FRIBHBERENE, B
RS EIDS=10%LA EAYIEEIE . TPCCHHERES 5%
LA . 245 EEIR -

Rimin =L
JEkE

Etimins MREEFHYE, BREIUEXXHRTE A
COPYar S HliRBIRIBUEISTC, AISEURSNIRSLHI, #
BRIEEEAER.
EEHERENETHICEBHINRFR, KHEERMNUE
R T IHSIEBHIE R FAIRIR S 2R

1. TRIEE/FEHbuild,

2. BR,

3. EMIKE.

4. BAT o

5. HeFERFnim e TEAFERIEEN .

IngeLgR:

(NRTEREE

BB SUR LA RIEEIE—3E .
TMRiExlogEli

HUREN T BRI

5. {¥3z#Fastore/ustore heapREIEET o

A w N =

Rl ins:
A Ustore
UndoXz#F

UstoreAJundoSZHIIRER RV ETE: BRRIIANHEIF-E
RETMAJundoX {4, SECUHIRHEETRE
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S HAEBZRESIFA:

1. SZEXFIED /5 LI 2BuniqueEs|,

2. SLNAEEER S i EHAIZS 4R EEERS 14HEE
AY36Z,

1. X¥FAstore,

B4R :

J ?%@Ui%%ﬁu BTreeZR5|, F>IFREPRS|. FER
2. \g | o

o RTIFCIBRESEERSH—EAIGSI,
o AIFTHERFHIGSIH I Mupdate,
e Azi#Fcreate GSI concurrently, parallel,

o ZIFWEFERMhashD I TFAstoreR. D IXFEBIZE
hashf>#RIGSI, ASZiFEFR Nreplicate. bucket. E&
. list/ranges . Ustore. FIFE, JWFGSIKS
RZFFhashDHBLIMIDHSE DX,

o GSIRXEHH.

o AT IFWEEKIIZeKE ctid. xc_node_hash. xmin.
xmax. tableoidi&Z0_new$$. NEWSSESEEHBFIZ
BENERFRCEGSI,

o RTIFGTM-LITEER FERIEGS!, AZIFEHMGTMIE
o

o Y FAGSIRIERE, AZHFIUD returning,
o AXFFEIE.

e AR3z#Fvacuum full, copy, gds, REINDEX TABLE/
DATABASE, H{TRI=BEIFRBGSI.

o TZ#jUpsert. Merge into. HOT UPDATE,
max_datanode_for_plan ( PBEREZT ) . iBiE4.
cluster. for update/share/nowait/skip locked<t&
®,

o ARxzffstart withFEFRESMHIEE,

o HBXIF27% (BIERSIEBINDHEE) -

o Hth#Uh A4 Ehashs3 . UBTree. LP/FQS. EHiEZXR
5l

current of
curson&ix

XF5

current of cursor i&i&Sz#Forder by,
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FEIR
Ustoreszi
SQLAFH

FEhRUstoreTIFUN N SQLAF M :

BRI,

SIESER

Hi7ER,

FitHEEgE: ustore R |5 BERTEMHE RN
&AL

A wnN =

FiEgESL
FroutE#;
KEehnsE

—

SQL PATCHSEE: =& IFERAIDML,

2. OUuttRHEFHINEESEE: IFHHEOUutESEAYFunction
RIRIEINRAR, BERIFEERERIAJout2 IR
[E], BP a = func(b) bIout=#L,

VaKiE= % AbUS

DI AT EAE:

1. &IEHIESQLAIE—ELLHILARS, 5]&CANCEL{RIFE
1’EO

2. R HAAERENSQLEARITEIRIIAIEHE,
B RIESQLEMIEESQLEXIEEHIT.

DI
SQL PATCH

2 ILZHESQL PATCH,

£95RPRI

1. AZHECN[EISQL PATCHIRIERIE .

2. ASZ3EDNLRSQL PATCH,

3. C(NFERET = T A&lightproxyitXIaNR ek

SQLpatchUiB AR = N ABIfgsitxl, SQL
PATCH4ER .

4. SQL PATCHEIES fr Uit KIRIRE S MASFO = RihintAY
AR
5. AZFEDNSQL PATCH, H%HliAR MIREFHITIE

T, WATEIESIERAIDMLEDN R, &
#SQL PATCHEZI

RHRTOSZ
YA

HTFRERTORAR, SIRMHRIERSS.
MELORANT
1. DDLIEAIEIFFISEIRiEhs,

2. STHFREFEHEMIMICPU, RFFIRETE, H
PREMRETSEIFERECUCESE, HiEBIRE
RIGUCERY, NI=sabEIW=E,
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ALEEx
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RACESE R BRAMEEL(L:
1. Analyze Bi&:
a. RN AXEHEBANEFH=RKZauto-analyze,
FRRERAMES RAIA = THERE %,
b. BUASH TEIERA/NBaESREXRNEHENRS
E, fe&mAKanalyzeHYEHE
c. IRHBEENAINDVIGITERIL, EHEHSTINDVIG
THERERS.
2. hint SZIFEEY E:
a. SR
b. bitmap scan,
c. & Query Block A9hintZ,

1. #5Plan TraceIlfige: SSEREM Query Plan BULERIT
2,

X375 EEMRSER o

TELBIEN
BERS|

[ &3kt ]
1. ZFAstorefE&FHTEIEIIERRS| ( BEEER
5|, global indexflocal index ) .

2. Z¥FUstorefE & BIEEFIEREZRS| (@I ERSI,
global index#local index ) .

PEREMIAE

o JIFHELDMLMBESHAKT10%
o RITHFELRS|FERIEML

o AMIFEBR. —RDXE

FHFhR
UstoreDFX
FOELfbAFE
hns®

FEIRUstorefFETIFHZ R

1. DFXBES#M%. DMLFOredo/undoifiBniiatgss
2. VACUUM FULL,

3. UNDOMETARBHMEEEINRINF I ERFER

4, FSCEEMITRIB M IEREMAL o
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BERRF

EiEFHRERH -

SRF,

FIEREFE.

AGGTUAL

INNER UNIQUEffAL -

FERBEF M

Parser{fi{t .

printtupffift

BESHEREIL .

9. R5|HmEFMI.

108184 -

N F&EIMK-

12 E Rt B FRIEHER .

13.&5{1k.

HitE FI4EeRT: TPCHiRZ IR ERER 2 BIEF20%,
HATPCHIRZ Fill2FH40% ( BIF2XRITFMEF. X

®. REEF) .

© N o U~ WwWwN =
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RN TMHEMH:

1. SCEXIMySQLD XFREFHDIEZRIFES . RANGED XIE
E/HASHSD KIEE/LISTR KIEE,

2. IRHAEREIRIEHETIEESEEmRING .

3. EFMySQLIESBIRTR/EMNIEE.

4. ij%schemaé&\ RR. SRREERFAFENHIFR
I8

5. reate/alter/drop eventiEFZ &M,

6. SCHselect intolIEZA .

7. ScHjlset transactionfJiEiER, BEIREREKAIFIRS
EYEIES

SIFINTER D MAEA:

1. EE/IRZIFGROUP_CONCATEE]

2. YEESIEPETsetiRBAREENTE.,

3. set2BEEEE,

4. THMHILRERE],

5. XiEdelimiteri@B NIRRT -

6. HE—FPDELETEZSRMIFRRIIEX,
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2. WIER S R BAMITIEL, SHSEIMTEERITER,
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SEEGE AT TIRE
4. 35¥5)DBCEFISIRE] .
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730052 a. PERESERIRE,

b. EEDNE—FESHRF.
c. FA—=FZAERDNEARARERFE.
%R (NEZHEGTM Lite, RZHEGTM Free,
2. 1RULZIERRRDEREE -
a. BERIEXRE (M/s) .
b. BEZEURE (M/s)
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c. BUFHTEIRMEREMRL .
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b. Ranges X#EEx A A4 R1651,

. RIHDXZHFRLHS G ( Range/List/Hashf&#R

RLH) :
a. RLH>XZFESZ#FList/Range/Hash3 %0 -
b. List/RangeXZIFH=HD .

. PXIEXEENTE:

a. List/—Zxp Xsz#Fsplit/mergeIige.
b. list/hash/—#k4Xcreate table likeIHgE,
4R HHIA=EAZIFE S XDDL/DMLAYH % .

- D RERMEREF SR

a. PXFRISIH=MERERLLIBMRAIET30%,
b. 73 XIZTUAEEY/FREBIRANAL -
37 F5 EEMRER

2 PRtk
ahiE | ERER | A
PXZEIPRE | 1. List/RangeziFBFHIHX:
SERIE | o s REEASE T RNI6,
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FAMIEER

1.

0.

©® N VA WN

ERXFUE . RFRRH . SHREIMERFAIE1671NFF
AIn:

a. REEREL: 391,

b. RFEME: 1249,

c BRE: 41,

DSz IFGoIR A .

& #Edblink,
PIVOT/UNPIVOTXZ ¥
HEExmIBERE R XIEO .
LAz iFpackage
FERFNS T rownumz#F .
ZIEFXMLDOMII TR 114MEO:
XMLDOM.GETFIRSTCHILD,
XMLDOM.ITEM,
XMLDOM.DOMNODE,
XMLDOM.MAKEELEMENT,
XMLDOM.GETCHILDNODES,
XMLDOM.DOMNODELIST,
XMLDOM.GETNODEVALUE,
XMLDOM.GETLENGTH,
XMLDOM.GETNODENAME,
j. XMLDOM.GETELEMENTSBYTAGNAME ,
k. XMLDOM.GETTAGNAME,

. XMLPARSER.NEWPARSER,
tableoft&is:

a. XiFarrayirEtableof,

b. S/ IFtableof,
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WDRL{EX | 1. 4L WDR snapshot:
DFX3Z#5 a. WDR SnapshotiB AT MG HEHNT, RS
WDR snapshotB9Z{AH1T .
b. vacuumidFZHESEWDR snapshotk M.
c. WDR snapshotfZi&REE8X .
2. {4¢XWDR report:
a. fRRWDR report&EpLIS/agR ,
b. WDRIREHELEN
c. WDR ObjectHfF3ZiFEZ4EE (dead tuple/live
tuple/vacuum/analyze/f3¥&81755) o
3. EBhanaILAE EsessionIR BEHIGUCESEYEO . Bid
ZiEOA L EAZIZ session_EALERYsearch_pathZs
GUCE#,
4. WDRIRESZIFEHIE,
5. IFLORBIFULL SQLEESEEITE!
Fi5Global | EFEFEIRRNHZERE, BREMEIEESERIA
PLSQL FPER0E8E, XM AEPLSQL SessionZRkBIRIEFHIT
Cagh\eﬁﬁ% 7ie:
FETEN | 1. Global PLSQL Cache: FifgSessiontt=PLSQLLEIEH
Fef AR, SEPTRAIRTILR .
2. IEET RN FINEET mRISUREA R T
1, BEENMRFTYNIREER.
23 E B IRSLEA
ODBCX#F | ODBC3z#3DBCHiStatement PoollfRE, iFEGplanE
GPlanEMA | B, EFSQL4EE.
ég‘ﬁ‘iiﬁ)ﬁ ST 2B EIRET RIREN
gﬁmoﬁﬁ 1. HEIBENHEAEXBIOWIT /50
2. L EEIHEEIAZIOWIT/s,
3. X#Fupdatellfifitsk.
4. TIEHISESAETE,
5. ZIFIRSBImNIREZEREL
6. TIHFCMKZ4EEH .
7. JDBCZHEaEi9% .
2. GOIESIRMZIFEES,
FRREEN | BRRBVCITRE 7 seEFmEE AR TEEIVLHIR
HIAIRE | %I, LRTORIZEI.
RTO
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AERE | 1 wiEmpgalEit FEGUCESEIfull_audit_usersig
BEWEITTAPYE, NIRPIIAFPHITAIRESQL
BEICEHEITAEE. JLIEENEERIGEHITEE
BHit, MENSERIBOEPEERTEHEIT.
2. TEREFIREEEEFITAX: EGUCEH
no_audit_clientBie EXHICREITIIERiRdIE, X
IBEMNEFIRAPPRIP (flgNcm_agent@127.0.0.1)
RNMes=HIitEE.
3. IIFINKERENEFARIABICRHITHE: IX
RSN ERFREARICRHEITEE.
roachfB{ | roachfBZIFLEimAEST,, 5la0ssl/kerberos&Eg e
THEEELRS | IEBIAE.
NER T
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CVE-2023-27536
CVE-2023-27535
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CVE-2023-0466

CVE-2023-0465

CVE-2023-0464
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CVE-2022-40304
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CVE-2022-42916
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CVE-2022-27782
CVE-2022-27781
CVE-2021-22570
CVE-2022-29824
CVE-2022-1292

CVE-2022-27775
CVE-2022-27774
CVE-2022-27776
CVE-2022-22576
CVE-2021-3520

CVE-2021-37750

% 2-6 3.103 ( AREEhRA )

Adia) KRB A
23.3 WDRIREH | WORIRESIEEBEIBIRIL: 1ZSQLER AT IIFERTHERRAY
e TOP SQL., &% HFIWDRIREAItop SQL, EFE£=SQL
1 NNavgEERIHERE
TIFELN | T EEETIFELER, RgEfrzmlszizis. R
RN EDNE]M}JEFEUET THEREAEE, :FJZ/J\XJ‘JLAz
E;u o
FULL SQL | 1. #¥3Z#FFull SQL{FER.
%ﬁ%gﬁg 2. AI;L;ll SQLIEIMEAHKwait eventsFERTFLT o
/Djﬁwalt Iﬂﬁbﬂﬁi-
eventsfERd | 1. E|HFull SQLIGHIFERIR -
Ziit 2. Full SQL LOZZRBIZEiTWait EventsiERT, Fri&Wait
Events{tiB£03% LA HEREIREE o
gsql. gsql. gsloaderFEXZIFic &R, MRS IAEANS
gsloader® | MEHE
g*fﬁﬂgﬁk HBRTIRESINE .
2. FRIRZIFEI®RE,
Eﬁ@ULf% ZIGIHERIEE, SIFEMEIEZSIFSITHER:
SIFITER | 1. mrEaRs It S
2. BAZIFEIHEEREN
3. BRRHEBAS TR IEFEIROM
BITIFE | 58 HLQ{ BESD, >I—¢é|ﬁum{ﬁV"EE’JS‘A’EMEMﬁ%U
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2RIEE | £BIRRERXEFSMP,
<$FSMP

BB | IFRLOIPHNEBETRK, SHFEMIRE . HEHLFEX
HMESDIK | BIBSRIFR, (XABTFSQLIFRFNINAEELE
Bx#F 4Tl

BARRHE . MFREAZRNR, CRAILEEEEHSALE
fa, EERIHE > HFETR, EXFEARENHE,

IhaELER :

1. ANZIFERIRLAI

2. FZEISEFRE,

3. E?i%ﬂ%'tiﬂ%&&%%ﬁ‘éﬁ ( RTOIEFRTGIER
Y

4. AZIFEhINRe, SIFERRTFTaE8R. ¥Ea. #
& METEE,

5. FzHFMERE. EAOKR. BEEIANSEINL.

6. AEERER I SRR IIAIE K,
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SQLFEEM | SQLFESMHigE:

oo —_

B8 1. STHESRE:

UTL_FILE.FILE_TYPE,

DBMS_SQL.VARIABLE_VALUE,

UTL_FILE.FGETATTR,

DBMS_LOB.READ,

DBE_LOB,

DBE_SQL,

DBE_FILE,

DBE_RAW,

DBE_UTILITY,

2. BiAESHERBIENE.

3. FETEmFREMEE:
a. WIFTEMEE,
b. MEMRIKMAREE, IKBIRIZIFERE,

4. TIFEENZER:
a. Array,
b. Tableof,
c. TableofIndex,
d. EARTEENEERASHER.

5. FMETITRFRE33M:
TO_CHAR, SYSDATE, TO_NUMBER, UPPER,
CHR, SYS_CONTEXT, TO_DATE, INSTRB, LPAD.
ROUND, CAST, TRIM, SUM, ADD_MONTHS,
LAST_DAY, MOD, LOWER, RTRIM,
MONTHS_BETWEEN, TRUNC, RPAD, LEAST,
GREATEST , REGEXP_SUBSTR, LTRIM,
TRANSLATE, TREAT, EMPTY_CLOB, USER,
REGEXP_REPLACE, AVG, NVL2,
REGEXP_COUNT,

6. FMESIFTRFNE:
ALL_ARGUMENTS, ALL_IND_PARTITIONS,
ALL_IND_SUBPARTITIONS, ALL_INDEXES,
ALL_OBIJECTS, ALL_SOURCE,
ALL_TAB_COLUMNS, ALL_TAB_PARTITIONS,
ALL_TABLES, DBA_ARGUMENTS,
DBA_CONS_COLUMNS, DBA_CONSTRAINTS,
DBA_DEPENDENCIES, DBA_DIRECTORIES,
DBA_HIST_SNAPSHOT, DBA_HIST_SQL_PLAN,
DBA_HIST_SQLSTAT, DBA_HIST_SQLTEXT,
DBA_IND_COLUMNS, DBA_IND_EXPRESSIONS,
DBA_IND_PARTITIONS,
DBA_IND_SUBPARTITIONS, DBA_OBJECTS,
DBA_PROCEDURES, DBA_SCHEDULER_JOBS,
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DBA_SCHEDULER_PROGRAMS,
DBA_SCHEDULER_RUNNING_JOBS,
DBA_SEGMENTS, DBA_SOURCE,
DBA_TAB_COLS, DBA_TAB_COLUMNS,
DBA_TAB_PARTITIONS, DBA_TABLES,
DBA_TRIGGERS, DBA_TYPE_ATTRS, GV
$INSTANCE, GV$SESSION, PLAN_TABLE,
USER_JOBS, USER_OBIJECTS,
USER_PROCEDURES, USER_TABLES, V
$INSTANCE, V$MYSTAT, V$SESSION,
ALL_DEPENDENCTES,

7. FEIRE. RFouthS1gnE:
a. FREUR[E{ES #EFreturn recordZ£8Y
b. TIFEFEINME+outSHIFEIIZRAAH
8. IFiEIIZREIRT:
a. FEEIEEAETZE (forfERMRE, BIR10WR,
{540 for i in 1 .. 100000 loop ) %,
b. Bia%53 (101 package, BNMEF101MTE, A
EB10W)X)

9. commit+exceptiong8effift: FXFCommit +
ExceptionE’\Jiﬁ%EL% eI TN, X
EXCEPTIONTEXRIRIRERAITIN , IEFHIERE.

B
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DHERNBVSZIFE, RESVIEEEN, BEENRESE

BirSIRE

295k

o IRMHEI—HIE, SIENRILREFIZREE, £iRER
1RIE,

o SERFISHX O ENW SNBSS, FZIFE
NBEE, WSIHasENL,

. Igtﬂiﬁs BNHESFEELR, STRWESR
tH, FRWSER.

o SNIEIS (SMEAE) , BEBFGQLS, 2318
WESiRE, BEUSSIL.

o THREESEENTRELEE, BEUSEL,

o BNRUSSHVENRIO, ERTOBIIEEE,
BEUR S MIRHEIRAIRN .

o SRIDDLEMIAS, REUEOMLISE, EEEH
dARF—5, WA—BELSMEHENELS
N
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FEBREES | EBMFZEUstores | BT IFEACIFEZES [FIMREIRTO:
UstoreSI% | 1 SR SIORHT, ERRIINES|, FR
é;’;ﬁﬁ% SEEREFTERS|MIFR.
gR10 | 2 SHBEIRTO, IEREE (SRR )
BEo
GPCXZH+ GPCxZ#FupsertFITFEI 72
upsertilfF | ¢ #EpgxcAEZeshTiFupserti@idgplantiiiT.
figdiz
2. TIEFEIDRE. BREL. Package,
%ﬁﬂj%%ri it S 7R
REREFt 1. 1&fcseqscanBEFFIPIEFRIMAL -
2. WFMBEERILLTEEE,
FEREL 17?_ FCodegenpEIIZRMAR: BAIAFFECodegen, &g
X THREEEE SRS Codegen, RIAERE FEAIEEIAAR
Codegen 2,
ﬁjﬂﬁ%%ﬁm AL, BRI aEHIET:
EES e 1. cplan/gplani&sZ {1k .
2. coalesceiEFRMEMI -
3. nestloop/merge join EB A=A -
4. semi/anti joinﬁ{ﬁ{jﬁﬂjo
12§?TEERH& 27 u )
PDEFRFHR | HREFHELEEMA:
S o EEBUHSIFESXDML/DDLIFL .
o PREFRERNTZIFEHS/EIEEX .
o TP XEIEINESEHIZR,
o FiEMergeSortEiflitLl.
MySQLIEE | MySQUERSER, FEAMYSQUEMIEERIED.
FBMHEE | DELETERUPDATEIEASZ#ORDER BYFILIMITIIAL .
Pythond&zf) | pythondEahziFZIP, W SSEBAEIMRETIEEIEZESIE
XHFZIP .
PITRBESIIE | PITRIZE:
R o ESHACTM-UTHER THMBEAHRESHS, &
EPITRIT s SRAIMEBES 1L o
o TEHMERTEAEMIFERIEIR T, PITRITEAZEIN,
SR | STIFIRANCTA R EE
CFaqtbtEss
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A ERGHR | #Ek
HEFSY | Fudsks, SEEsQLE—SBILE, 315
BT EE | CANCELIRME.
g
TIRHIER | BiEREsL LS
RS 1. SHEIESHIRE, TTRRRSIEMIS/ARR D
2. &ipiTiet, RERIRATEES, FENEHR
2,
SETHIR | SBSRIBEISCCMINEAIE
[RESOM |1, BT EPREIRME.
e | 2. SOHSGCMINERILLSER .
2958
{N3z3#%gsql/IDBCE Fif .
TREZ | 1. DEESSSLNZGE, ¥MEEETEERE%, TP
SSLA % SRS HaEETHERESEE,
SHA256[4 295K R7#FgsqlEFim .
R 2. SHESHA2S6IAETY, HE EMIEEERETES
(RIS SRS T SHA 256 I8 T TR E K .
SrESANYAY | AnyIRIRETR, SERSLUT SIS 2RPAN YIRS
PREHE e ALTER ANY TYPE. DROP ANY TYPE,
e ALTER ANY SEQUENCE. DROP ANY SEQUENCE.
SELECT ANY SEQUENCE,
e ALTER ANY INDEX. DROP ANY INDEX,
o CREATE ANY TRIGGER. ALTER ANY TRIGGER.
DROP ANY TRIGGER,
o CREATE ANY SYNONYM. DROP ANY SYNONYM,
SUHIEE | SYUMEEREE, E5MAE (TPCURE ) Sib<5%,
BEEYE | RBRMIEEFRERAR2 ,
ABOff 22 ABOﬁtHS“ TEATIEIGS:
35 . EREEHGT TMSSSEE AR RS
7,
2. BUTIHRIEERISE: SitREEHEIEREE,
%Wf%:
WEEEH (I AR SiHESEAILR (A
BRI RIREREF 1, 48 Trd:I-SO%) o
2. BATHRIEERISE: BANFSHRIBERIER X,
ETREE | BTSEERHIET: SXHEEMIESQL, TEENER
HRET | RRTTRIEE.
SCHSREA 01 (2024-07-01) RIS © AR BRABRAT 37



=HUEZE GaussDB
HE%/ \=

2 PR iR

AtiE)

BRETR

g

ZENNE

Rz ERE:
CVE-2022-29824
CVE-2022-27781
CVE-2022-27775
CVE-2022-35252
CVE-2021-37750
CVE-2022-32205
CVE-2022-27776
CVE-2022-32206
CVE-2022-37434
CVE-2022-22576
CVE-2022-27782
CVE-2022-27774
CVE-2022-32207
CVE-2022-2097
CVE-2022-32208
CVE-2022-32221
CVE-2022-42916
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sessionZ
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da EASCHASERET, 12TBRIESEEHRIREN
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f, ERTE > FETE, EXFEEGSNHE.
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HRISE | FEARSSEE, SREESRRE:
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B ST, WETRIEEEMKIn<=3/MES S (1
MERINRIVRIEN, n-1EEETAE) .

2. MEXBEEFERT, NEVESEEIEE<SH .
3. HEEESQLIATATHE /NGRS .
iyl
A28, IEEEAKENE, SlEEEEFEsa L
fa, HRTEH>FETE, EXFEAZENES,

TIEEY | TEEE MRS TIEERITASQL, HIBDFXEE .

AITEhETEE
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RONE | BRRSRE:

CVE-2022-32221
CVE-2022-42916
CVE-2022-42915
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2022-06 | ZiEEFEE | BiEEFIeENIERE,

NEEEER: HHUTRMTS, RERFEEEFR:

1. TE&?%@&WT?@HE%@: B EERENMRAIZIER
Ill:\—lt I o

2. RUZIESHIENGFHESHY: BURERBMMAZ
EES TR

3. BEHE/RHEFR T TZERBNATEEE.

UStore
DFxBE/I1E
G

1. IREEERIAIEE: WSEITHNTEENIREURTER
TS

2. BHBELRININEE: FINIZREINHRERE, XFRK
B #HFEFRIHanalyze verify# 758, FREMSIRAE
EEF L.

3. 1IEHEBRIRISTIRE: XdFFundo/redo/upage/ubtreef
MEER, Xlsfast/skip recovery/complete=1FEL,
TIHRIE PR EE SR DT .

4. HIEEMEEEE: FEBE (pg_log) FMIMEHE
BIMIEEMEE, EE5XS uheap/undo/ubtree/iA
[EHEIRIENIVLE

5. fERATFUndo=a&H B T SEBIFES

“Snapshot too old” IR$&IEIRR .
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PATCH

SQL-PATCHEZEIRITADBA. iz A RN EMMEEIFSQL
HITEMNEEER, EAUEmEaTITR. T
BRAAREFAERSASR T, ReBER e BERENEP IS
EOREHE TNEIERITHA M —EEEE, XEIFRERRY
MR, FEiTeeRBEERSHERHITRITEE, BIF
patchRIBIEE . MIPR. THIR(E. EHFIGaussDBEFRIZ
HASET, FHfJBidunique SQL IDXYEIEED ( normal-
stmt. prepared-stmt ) #{T%EfZ, FHEFRhintIE= @M%
;@‘éi&ﬁﬂﬁﬁto XESHEDMIT AR TREENGSEES
&
w1 BEINEAINhintERAAENEaHTEIIRE
RIS, e.g. hint-index. hint-GUC,
1722 WEEEaHTplain-texty 5, A —LU4ETKT
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ARG R ZIFSQL-PATCH,
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GOo3xzf] 2. GOXFNSZIFHIEREINA
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4. GOIRENTIFHURESS (Tx) »
5. GoIRFNZIFEIRER ( RowsFIRow ) o
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FEgEY | SSEEESEPNEGEAERSMPHTHITITRIFH
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ZEIMLL T,

UstoreSz3FWDRIRE o
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undoiCRiHIENREL

undofEFITiHiaiE
undo3ff5Stranslot {4 N RIER,
undo3Z{4- BB AT B pRIER .
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g. ERERSIEXEE (EH. WmEiHTH) .
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1B Lexecute direct onHATEIBNE A SZIFTNRIF
T REREANER .
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- FHEEERSIEIRE, BRSAPHRT.

XFEAERET SIBER FIAFRIET <.

1T5IF5|E
BEIET

CATEERENER, RERHEMERE . THERR

IR S GREIEIR T, TPC-HItRER “1T1F75|E
HIFHATIEZR” 127+30%;

. BITFESZMerge intoF&Eif);

et
BERINREM
11

. IZIERROMERLL, DMLARISIEEEAZI100M/s ( 32

¥5DDLERRD ) o

. BRSNS ERAIDMLURE, [dbd2 T

HEEO (iAW ALlibpqg logical walsenderiE[, #f
IBSH) .

MAERRAS 01 (2024-07-01)

WRIERE © EARITERARERAF

42



=HUEZE GaussDB
RE NS

2 PR iR
AsiE FREBWR | R
mEEg | 1. HEREFRE—FZEYE, EONLEEFHFFIIEEFAIIES
F_\iiﬂﬂiﬁ%ﬂ’ﬂ EBMySQLEIAZE S -
HREREF | 2 ARBHS T BRCERITHE: (ARM 12885126
sas ssdak[EIEHCEMIE) B ltpcc 80001, 2/\AFlERE
TR 2 EEA M ER ;
3. walwriterfftft: BRI T ( CPU FMEF60% ) , 14EE
At o
ftfik%’zé“éjj 1. RS IRS SR IPHIERNR O, FHZ1EK.
fite 2. BRERHARELIESMNPREETHSR, TERE
45, libpgsEIkIEINEE.
3. gsqlFERsqlplushg s,
4. jdbdEOZIFRNE,
CLOB/ CLOB/BLOBXZ#F4GB#t&, /F1GHICLOB/BLOBFNIIE
BLOBXZ#F | /&=UIBLLMREARS (K. FHRYNER: KTF1GBEIERaEET
AGBIKE SREFHEEFINE . RFERBUENKT1GREHER
i B, EHRREAIFATIGBENE; FiEdiE
Fbuffergg K32k; lobFlA3zFdistinct. group by.
order byiE(E; BRBRAIFAGBEIE; lob_writelZ
APAupdate NEEEHTER
FERPKX | FBRDXEZIFEES X (—EDRFEE—HKDX,
EIFEE | R XFIEEZHRSKX ) deletefJupdate, 4EEEEFR
S Xdelete | FIEDXFEBEIESdelete/updatetdss, BEERXTH
Fupdate iﬂﬂgﬁ%nithﬁﬂﬂﬂﬂﬁiﬁ%o BES XEITHHAREEEEEBES|
3 ﬁo
YEREAE | BESHE. EXTEHE THRFELHERISNTE,
syscacheld | EFEHEREHBRT, GSC/LSCHREFERSSEAIEARE
LBEEFE | FWNGUCIEER_EIRE(E, GSC:

global_syscache_threshold, LSC:
local_syscache_threshold, BIBSTEFSGSC/LSCLAGHRE
benchamarkiz= ( tpcc/sysbench ) IRFERFEIT5%,
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RBLE 2 PRI
AdiE BRZWR | A
TEIRINAEERD | 1. ¥ BIE:
PSR | & S EERHEE R BRI .
b. ERXHLEFE:: AZAASHIEREREM
. ENHXEAEGS, BXohSARE.
d. ENHhXIERERRSEE.
e. HIMTRE(E,
2. HETT SR
a. FNMMNSVEEZHRUENE NS, IFEBETF
Zmain fork##E, unloggedzinit fork, clog,
csnlog M ZREHMITfunctionfBE . SUHFRAIRY
BHAIFERTR .
b. FNMMNENEESRIUE S E X, STIFREUIEX
%, EEREEFEES, HRAINEARZEF
W=,
c. BINEEPREREMANGZIRT, MAENNE
HESfunction, BaiEE.
d. ZHEERNEERT, IEESNESIE/RD.
3. IRERTORIAFTHFNIEHT -
a. PITRIEHAL,
b. IRERTORIEZIFIALE, IRHEIMIREME .
4. BISHEHEDFX. REME:
a. pgxc_nodefllcn/dn-handler#iE—E4H1EII0E .
5. ZHFuuidi\iiE: EFEEXAIRHES INRIQNS, @i
dbname=ZfFER AR uidHITIREG .
DRI | KIFEBFR D HPITR,
SHFPITR 1 spiretsig.
2. MRS,
FEIEE | 1. BIaEsSEFeRT=.
5% 2. Fi#dFEETR, exceptiondisziEclose cursor; jdbci
TERESREY, AREEMinfloutliHS.,
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AetiE] EREZIHR | WA
WURINAEN zi*ﬁrgfm&anwwaﬁ%, SIS RANYESRRZIE
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o CREATE ANY TABLE
e ALTER ANY TABLE
e DROP ANY TABLE
o SELECT ANY TABLE
e INSERT ANY TABLE
e UPDATE ANY TABLE
e DELETE ANY TABLE
o CREATE ANY FUNCTION
e EXECUTE ANY FUNCTION
o CREATE ANY PACKAGE
e EXECUTE ANY PACKAGE
e CREATE ANY TYPE
RERENM | 1. IR SRR B LA S S R R AT 1) 2SS R0 R
1% HE=E.,
2. TEssUEBM BT EHE R MERIAL .
3. HitAXEEAESS, B ESSIMKIETLSE
THRVEXREX,
4. OMEHM PO ER1FEEEY
HREBMEE | SRR TEDEAY (M FHE. B=5. BHE
SRR | &%) , BWHALESERR R ER TR LI
FotaE | RESHELR, FrRRAteBRRT R EERe
Hﬁ IJ% |__Io
ODBCEIA | 1. iSO aEiivn.,
(4 2. SREERRESTIGE,
CMBIEE | 1. CMSIER{hE X #E=EHAE.
REABRTt | 2. CMSEEEEISETCOKER, (FREMDCCAMTMisE
3. BMEIBE, VRPN
MEEEEF | HBUETFH, linetitem 1X2 1T 12F7430%, NIRIATIE
<1s,
EHEsisee | 1. 2B RMAIT—SQLANE, BTFIESQLASREE
HiER BT

mem tracel4getfsR, FENFUREMFER .
X 1FIDBCRIAZE i Ktrace,
MIZIERRENL, FRETRREN LR,
get_node_disk_and_log_statusiZ[sz3F &R .
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AHiE] EREIR | R

Paxost®\l | 1. DCFHMNSZISRELSREEL] .,
WEETHRT | 2. iEPaxos T M ALE RIS LIS
ZRME | BRRLRR:

CVE-2022-23308

CVE-2020-28473

CVE-2021-22947

CVE-2021-22946

CVE-2021-22945

CVE-2021-37750

CVE-2021-36222
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